
 

 

 

 
 
 
 
 
 
 
 
 
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Extraction Report - Apple iPhone

Summary

Report creation time 9/11/2020 3:25:27 PM +11:00
Time zone settings (UTC) (UTC+10:00)  Sydney  (Australia)
Examiner name
Location Sydney
Case number E17-1221
Case name OP Tolosa
Evidence number E17-1221-AS-7-1-PR-0001
Department Forensics
Organization NSW ICAC
Investigator
Notes E17-1221-AS-7-1-PR-0001 Apple iPhone A1778 IMEI: 356562085518297 with Vodafone SIM card

Source Extraction
Advanced Logical
      Extraction start date/time 14/06/2019 16:33(UTC+10)
      Extraction end date/time 14/06/2019 16:46(UTC+10)
      
      
      
      Selected manufacturer Apple
      Selected device name iPhone 7 (A1778)
     
     
      Is encrypted Encrypted by UFED Physical/Logical Analyzer during the extraction process for user credentials information
      
     
     
      Extraction (UFD) file data integrity Not available
      Time zone settings (ID) _Australia/Sydney
File System (1)
      Extraction start date/time 14/06/2019 14:09(UTC+10)
      Extraction end date/time 14/06/2019 14:10(UTC+10)
     
     
     
      Selected manufacturer SIM Card
      Selected device name SIM
     
     
     
      Extraction (UFD) file data integrity Not available
File System (2)
      Extraction start date/time 14/06/2019 14:10(UTC+10)
      Extraction end date/time 14/06/2019 14:10(UTC+10)
     
     
     
      Selected manufacturer SIM Card
      Selected device name SIM
     
     
     
      Extraction (UFD) file data integrity Not available
Logical (1)
      Extraction start date/time 14/06/2019 12:13
      Extraction end date/time 14/06/2019 12:23
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      Selected manufacturer Apple
      
      
      Is encrypted Encrypted by UFED Physical/Logical Analyzer during the extraction process for user credentials information
      
      
      
      Extraction (UFD) file data integrity Not available
Logical (2)
      Extraction start date/time 14/06/2019 12:48
      Extraction end date/time 14/06/2019 13:07
      Selected manufacturer Apple
     
      
      Is encrypted True
     
     
      Extraction (UFD) file data integrity Not available
Logical (3)
      Extraction start date/time 14/06/2019 14:08 +10:00
      Extraction end date/time 14/06/2019 14:09 +10:00
     
     
     
      Selected manufacturer SIM Card
      Selected device name SIM
      
      
      
      Extraction (UFD) file data integrity Not available
      Report type SIM
     
Logical (4)
      Extraction start date/time 14/06/2019 14:09 +10:00
      Extraction end date/time 14/06/2019 14:09 +10:00
     
     
     
      Selected manufacturer SIM Card
      Selected device name SIM
     
     
     
      Extraction (UFD) file data integrity Not available
      Report type SIM
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Plugins

# Name Author Version

1

2

3
4
5

Contents

Type Included in report Total

Timeline 5 41580 (1166 Deleted)

Timeline (5)

# Type Direction Attachm
ents

Location
s

Timestamp Party Description Deleted

1 SMS
Messages

Outgoing 15/05/2018
10:29:17
AM(UTC+10)

From:
To:  +61288125331
David Furlong

Ring u 30 mins
Source:
Source Extraction: Logical (1)

2 Instant
Messages

Incoming 15/05/2018
10:31:02
AM(UTC+10)

From: +61 3541
David Furlong
Participants:
+61 0972 Angelo
Tsirekas (owner),
+61 3541 David
Furlong

Hi Ang,
Tried to ring & left a message. Would you
mind giving me a ring please regarding
tonight. Thanks David F
Source: iMessage: +61 0972
Source Extraction: Logical (1)

3 Instant
Messages

Incoming 15/05/2018
12:16:53
PM(UTC+10)

From: System Message
System Message
Participants:
61 8039@s.whats
app.net Joseph Chidiac,
61 0972@s.whats
app.net Angelo (owner)

Missed Voice Call
Source: WhatsApp
Source Extraction: Logical (1)

4 Instant
Messages

Incoming 15/05/2018
1:54:51
PM(UTC+10)

From: System Message
System Message
Participants:
61 8039@s.whats
app.net Joseph Chidiac,
61 0972@s.whats
app.net Angelo (owner)

Missed Voice Call
Source: WhatsApp
Source Extraction: Logical (1)

5 Instant
Messages

Incoming 15/05/2018
7:22:47
PM(UTC+10)

From: +61 3541
David Furlong
Participants:
+61 0972 Angelo
Tsirekas (owner),
+61 3541 David
Furlong

Thank you
Source: iMessage: +61 0972
Source Extraction: Logical (1)
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